NMHOOPMALMOHHASA NMAMATKA
AndA ObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUAJIbHbIX UHTEPHET-PECYPCAX

C kaxkabIM rogom MOSOAEXN B UHTEPHETE CTAHOBUTLCA GOrbLUe, a LWKONbHUKA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobnemMbl. ATa NnamsaTKa AOMKHA NoOMoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomMnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOrpaMm,
OTNIMYUTENBHOM 0COBEHHOCTBIO KOTOPOW ABNASIETCH CNOCOBHOCTb K pa3MHOXEHMI0. B
[OMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UM NOSTHOCTBIO YHUYTOXUTL BCE
drannbl N gaHHble, NOAKOHTPOSbHbIE MOMNb30BaTENO, OT UMEHU KOTOPOro Obina
3anyLleHa 3apaxeHHasi nporpammMa, a Takke NnoBpeanTb UIn Aaxe YHUUTOXUTb
ornepaumoHHY0 CUCTEMY CO BCeMU dharnamm B Lenom. B 6onbLlInHCTBE crnyyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToabl 3alMUTbl OT BPeAOHOCHbIX Nporpamm:

1. Micnonb3yn coBpeMeHHble ornepalyOHHbIE CUCTEMbI, UMetoLVE CepPbe3HbIN YPOBEHb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOToOpble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LENbo 4opaboTkn nporpamMmmebl) 1 apyrne 06HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaunmBan Ux TONbKO C odouumManbHOro camTta paspaboTynka
OC. Ecnu cyliecTtByeT pexnum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTanm Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHLIX MporpamMm
WHCTannMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbLIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHble NpOorpaMMHble NPOAYKTbl U3BECTHbLIX NPOMU3BOAUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. OrpaHunyb om3ny4eckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLWHWE HOCUTENM MHPOpMaLMN, Takme Kak prielka, AuCK unm gann na
WHTEpPHETAa, TONbKO M3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpbiBan KOMNbLIOTEPHbIE (halnnbl, NOMyYeHHbIe N3 HEHAOEXHbIX MICTOYHUKOB.
[axe Te cannbl, KOTOpble NpUcnan TBOW 3HaKOMbIN. Jly4lle yTOYHW y Hero, oTnpaBnAn
I OH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BMA Nepefayn gaHHbIX, HE TEXHOMNOMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackaa komnaHmsa 3apernctpuposana 6perHg "WECA", uto
obo3Havano cnosoco4yeTaHue "Wireless Fidelity", koTopbin nepeBoamMTCcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnartypa, KoTopas ABNAETCA TakoM e
TexHonorven. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO A4aHO C HAMEKOM Ha
cTaHdapT BbicLwen 3BykoBon TexHuku Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTbL".



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTensx 1 a3aponopTax ABMAsSeTCs OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOIrMe aKcnepThbl CYMTalOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsaoTcs 6e3onacHbIMU.

CosBeTbl No 6e3onacHocTU paboTbl B ob6wenoctynHbix cetax Wi-fi:

1. He nepegaBan cBOW Nn4Hyto nHdopmaumo Yyepes obwenoctynHblie Wi-Fi cetw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakme-To HOMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
ob6esonacub cebs OT 3aKaykun BMpyca Ha TBOe YCTPONCTBO;

3. Mpu ucnonesosaHuun Wi-Fi otkntoumn dyHkumio "Obwmi goctyn K pannam u
npuHtepam". laHHaa PyHKUKUSA 3aKpbiTa N0 YMONYaHU0, O4HAKO HEKOTOpPbIE
nonb3oBaTenu akTUBMPYIOT ee Angd yaobcTea ucnonb3oBaHns B paboTe unu yyebe;

4. He ncnoneayn nyonunyHein WI-FI ana nepefaym nnyHbIX gaHHbIX, HAanpumep, 45s
BbIX04a B cOUManbHbIE CETU UIK B ANIEKTPOHHYIO MOYTY;

5. cnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MmobunbHoM TenedoHe oTknoun dyHkumio “lMogkrnoveHme k Wi-Fi
aBTomMartmyeckun". He gonyckam aBToMaTUYeCKOro NOAKNKYEHNSA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLUy XXW3Hb, MHOTME ntoav paboTaroT U XUBYT
Tam NOCTOSIHHO, a B Facebook yxxe 3apernctpmpoBaH Munnunapg YenoBek, 4YTo
ABMSETCA OQHOW CeabMOW BCeX Xuterneun nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coumnarbHbIX CETAX, MOXET ObITb
HangeHa n ncnonb3oBaHa KeM yrogHo, B TOM Yucrie He obasaTtensHo ¢ bnarnmm
HaMepeHNaMN.

OcHoOBHbIe coBeTbl N0 6€30NacCHOCTU B coUMaribHbIX CeTAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaxX He JOMKHO ObiTb CriyvarHbIX 1
He3HaKOMbIX JTIOOEWN;

2. 3awumwan cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U OPYIYIO JIMYHYIO0 MHOPpMaLUIO. 3rI0YMbILLIIEHHUKUA MOTYT
NCNoSb30BaTh AaXe MHAOPMAaLMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHupyeTe
NPOBECTU KaHUKYbI;

3. 3awmiuan ceoto penyTauuio - AepXn ee B YNCTOTe M 3aaaBaii cebe Bonpoc: xoTen
Obl Tbl, YTOObI Apyr1e nonb3oBaTeny BUAENN, YTO Thl 3arpyxaelwb? MNoaymain, npexae
4yeM YTO-TO onybnMKoBaThb, HanNUcaTb U 3arpy3unThb;

4. Ecnu Tbl FOBOPULLb C MIOABMU, KOTOPbIX HE 3HaELllb, HE UCMONb3YI CBOE pearnbHoe
UMSI U OPYrYHO NIMYHYI0 MHAOPMALIMK: UMSsI, MECTO XXMTENbCTBA, MECTO y4elbbl 1 Npoyee;

5. N36eran pa3smeleHusa goTtorpadcdui B HTEpHETE, rae Thl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXXHO OnpeaenTb TBOE MECTOMOSOXEHNE;

6. MNMpwu pernctpauum B coumanbHOM ceTn He06Xo0ANMO MCNONb30BaThb CrOXHbIE NAPOnN,
cocrosime 1n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;



7. lns coumanbHOM CeTU, NOYTbl U APYrMX CauTOB HEOH6XOAMMO NCNONb30BaTb pasHble
naponu. Torga ecnu Teb4a B3nomMatoT, TO 3fI0YMbILLUNIEHHMKM NoMydaT OCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCe cpasy.

ANEeKTPOHHbIe AeHbIM

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MNOMYYNTb 3TU OEHbIN.

SﬂeKTpOHHbIe OeHbrm nodaBuJinCb coecem HeaaBHO U UMEHHO 13-3a 3TOro BO MHOIMMX
rocygapcrteax o CMX nop He rnporincaHo rnpo HUX B 3aKOHax.

B Poccun xe oHM OYHKUMOHUPYIOT N O HUX Y>Ke MPOMUCaHo B 3aKOHe, rae ux
pas3nensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO
aHOHUMHbIE - 9TO Te, B KOTOPbIX paspeLlaeTcs NpoBoauTb onepaumn 6es
naeHTMdmrKaumm Nonb3oBaTens, a B HEaHOHMMHbIX MAEHTUMKALKNA NONb3oBaTeNs
ABnsaeTcs obA3aTenbHOMN.

Takxe criegyeTt pasnuyaTb 3MEKTPOHHbIE PMaTHbIe AeHbrv (paBHbI rOCYAapCTBEHHbLIM
BaroTam) 1 ANEKTPOHHblE HednaTHble OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanTam).

OcHoOBHbIle coBeTbl N0 6Ge3onacHomn paboTe C 3NeKTPOHHbIMU AeHbraMu:

1. MNpuBsXn K c4eTy MOBUNBbHBLIN TenedoH. ATO camblil yOOOHbLIN 1 BLICTPLIN CNocob
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecniv 3abyaellb CBOW
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. Mocne nepexofa Ha yCUNEHHY aBTopuU3auuto
Tebe yxe He ByaeT yrpoxaTb ONMaCcHOCTb KpaXu Uiy nepexsarta nnaTexHoro naporsi;

3. Bbibepu crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh CIOXHbIN
naponb. HagexHble naponu - 3To Naponun, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebs1 CTPOYHbIE N MPONUCHbIE BYKBLI, LMPbI N HECKONBLKO CMMBOJSIOB,
TaKMe Kak 3Hak gonnapa, yHTa, BocknuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NMYHbIE Ja@HHbIE HA CalUTax, KOTOPbIM HE JOBEPHAELLb.
AneKTpoHHasA no4Ta

ONeKTPOHHAs NoYTa - 3TO TEXHONOIMSA U NPeaoCTaBNsAEMbIE €0 YCIyrn MO NEPECHINKE 1
NOJSTYY4EHMUIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTcs B KOMMNbIOTEPHOM
ceTn. OBbI4HO AMEKTPOHHbIV MOYTOBLIN AWK BbIrNAANT Crieayowmm obpasom:
UMSs_nonb3oBaTenda@umsa_aomeHa. Takke KpoMe nepenaymn npocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepefasaTb dpaunsibi.

OcHoOBHble coBeTbl N0 6e3onacHoOn paboTe ¢ INEKTPOHHOMU NOYTOWN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOro 3HaeLlb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NoYTE NUYHY0 nHopmaunio. Hanpumep, nyyiwe Boibpatb
"My3blkanbHbI_paHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHy aBTopu3aumio. 3To Koraa NOMUMO Napons Hy>KHO BBOAUTb
Kog, npucbinaemMel no SMS;



4. Bbibepu cnoxHbli naponb. Ons KaXgoro noYTOBOro Auimka OmKeH OblTb CBOW
HaZeXHbI, YCTOMYMBLIN K B3/TOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBbKO MOYTOBbLIX ALWMKOB. NepBbl 4151 YaCTHOW Nepenncku ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO ANEKTPOHHbIN agpec He Hago
MCnonb30oBaTh NPU perucTpauum Ha oopymMmax u camtax;

7. He oTkpbiBan dhansbl U Apyrue BrioXXeHUs B NMCbMax, AaXke eCcrnv OHU NpuLv oT
TBOMX ApYy3€en. Jlydlle yTOYHM Yy HUX, OTNPaBAsann v oHn Tebe atn pannbl;

8. Nocne okoH4YaHNA paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbiTUEM BKNALKU C
canTom He 3abyab HaxaTtb Ha "Bbintn'".

KnbepOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecrnegoBaHne coobLleHnsamMu, cogepxawmmMmm ockoponeHuns,
arpeccuio, 3anyrmBaHue; XynmraHcTeo; coumnanbHoe BOMKOTUPOBaAHNE C MOMOLLbIO
pPasfnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ KNGepOyNNUHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuUTbCs, TO BHa4ane ycrnokontbcs. Ecnun Tl Ha4Helb
oTBeYaTb 0cKOpbreHnsaMn Ha ockopbneHust, To ToMNbKo ele 6onbLie pasoxokeLlb
KOHQOINKT;

2. YnpaBensi cBoen knbeppenyrauunen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByIOT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuUraHckui obpas BupTyanbHOM XU3HU. IHTEpHET oMKCcupyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yoanutb nx 0ygeT kpanHe 3aTpygHUTESbHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eanHnyHbIn Heratme. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNSMN, B
coumarbHbIX CETSAX €CTb BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOOLLEHNI C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBuaeTene knbepbynnuHra. TBon AENCTBUA: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4ENCTBUSA OLEeHMBAKTCA HEraTUBHO,
noaaepkaTb XepTBY, KOTOPOW HYXXHa NCUXONOrn4yeckasi NOMOoLb, COOBLLNTEL B3POCHbIM
0 hakTe arpeccmMBHOro NOBEAEHNS B CETMU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdoHbI 1 NNaHLWeTbl cogepkaT B cebe BNonHe B3poCnbliii
byHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTh CO CTaLMOHapPHLIMU KOMMbIOTEPaMM.
OpHako, CpeAcTB 3alUmTbl AN NogobHbIX YCTPOWCTB Noka o4YeHb Maro. TecTupoBaHue



M NOWCK YSI3BUMOCTEN B HUX NPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcst U MOBUMbHBLIX MPUIOXEHWUN.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYEeCKN LOrHann HacTonbHbIe
aHanoru, ogHako paclmpeHne oyHKLMoHana BreyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce npon3BoanTesin BbiMyCKaroT obHoBnEHNS, 3aKkpblBawLWNE KPUTUNHECKNE
YyA3BUMOCTU OJ1A CBOUX yCTpOVICTB.

OcHOBHbIe coBeThbl AnA 6e3onacHOCT MOOUNBLHOro TenerOHa:

Huyero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKUEe-TO NNaTHble
ycnyru;

Ayman, npexae 4em oTnpasute SMS, ¢ooTo nnmn Bngeo. Tbl TOYHO 3HaeLUb, [Ae OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo o6HOBMATL ONepaLMoHHY0 CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxaii npunoxxeHus oT HEUM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAepXKaTb
BPEAOHOCHOE NporpaMmmHoe obecrneveHue;

[Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWUST NYHYIO MHAOpMaLMIo, 3anamn B
HacTpownkn bpaysepa n yganu cookies;

rlepI/IO,EI,I/I‘-IeCKVI I'IpOBGpFII7I, Kakune nrnaTtHble YCInyrn aktTuBuMpoBaHbl Ha TBOEM HOMEPE,

[aBan ceor HoMep MOBUITLHOIO TenedoHa TOMLKO NIOASM, KOTOPbIX Thl 3HaELb 1 KOMY
aoBepsieLb;

Bluetooth gomxkeH ObITb BbIKNOYEH, KOraa Thl UM He Nonb3yelwbes. He 3abbiBan nHoraa
NpPoBEpPATb 3TO.

Online urpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLLME Pa3BIieYeHNs,
ob6beauHsIIoLLMEe COTHM ThiCsY YeNoBeK No BceMy MUpY. Mrpokn nccnenytot AaHHbIR UM
MUp, OBOLLLAKTCS APYr C APYrOM, BbINOSHAT 3a4aHus, CPpaXaloTCsl C MOHCTpaMu U
nony4atoT onbIT. 3a y4OBOMbCTBME OHW MAATST: NOKYNakT AWCK, OnnavynBaroT
aboHeMeHT unu npuobpeTaloT Kakmne-To onumu.

Bce atn cpenctea nayT Ha nogaepxaHne n passnuTtue Urpbl, a Takke Ha camy
6e30nacHoOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLN, BbllMyCKAOTCA HOBbIE NAaT4A
(Lll/l(*)pOBbIe 3annaTtkm an4d nporpaMM), 3aKpbIBaKOTCA YA3BMMOCTU CEPBEPOB.

B nogoOGHbIx nrpax CTouT ornacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXkun
TBOEro naporsd, Ha KoOTopoM OCHOBaHa CUCTeEMa aBTOpU3aLnn OonblMHCTBA urp.

OcHOBHble coBeTbl N0 6€30MacHOCTU TBOEro UrPoOBOro akKayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cos3gaet tebe HenpuaTHOCTK, 3abnoknpyn
€ro B CMNCKEe UTrPOKOB;



2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Noxoe nosefeHne 3Toro Urpoka,
XenaTenbHO NPUNOXWUTb Kakme-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan niM4Hyt0 MHOopMaLmio B Npodansie urpbl;
4. YBaxan Opyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble naTin n Mogbl;

6. Micnonb3ymn crnoxHble 1 pasHble naponu,

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKIMOYaTb aHTUBMUPYC. [1oka Tbl Urpaellb, TBOU
KOMMNbIOTEP MOTYT 3apasunThb.

PULLIMHT UnNu KpaXxa JINYHbIX AaHHbIX

O6bl4yHOM Kpaxken geHer U JOKYMEHTOB CEerofHs y>ke HUKOro He yauBULb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MT0YMbILLUNIEHHUKN NEPEMECTUININCE B UHTEPHET, 1
NPOAOSKaT 3aHUMaTbCs "NodMbIM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMT B NOSydeHMn KoHuaeHUManbHbIX AaHHbIX Nofnb3oBaTenen -
norvHoB 1 naponen. Ha aHrnuinckom a3sbike phishing untaeTcsa kak duwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ hULLMHIoOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina
B3rlOMaHa, To Heob6xoaMmMo 3abnokMpoBaTh €€ U COobLWMTL aAMUHUCTPaTOpaM pecypca
006 9TOM Kak MOXHO CKOpee;

2. MCI'IOJ'Ib3)/I?I ©e3onacHble Beb-canTbl, B TOM YuMcCne, UHTEepHeT-MarasmHoB "
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILUMIEHHUKM NOoNyYaT AOCTYN TOSMbKO K OAHOMY TBOEMY NPOdUIIo B CETU, a HE KO
BCEM,;

4. Ecnn Te6s B3nomManu, To Heo6xoAMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX,
koTopble AoGaBneHbl Y Tebsi B ApYy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEr0 MMeHU ByaeT paccbinaTbCs Cram U CCbINKM Ha PULINHIOBbLIE CalTbl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBUnbHbIN TenedoH;
6. OTknto4M coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan dpansbl U gpyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLnv ot
TBOUX ApYy3en. Jlyylle yTOYHN Y HUX, OTNPaBNAnu N oHn Tebe atn dannsl.

Undposas penytaums

Lindbposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHopMauma B ceTu o Tebe.
KomnpomeTupytowaa nHdpopmMmauus, pasMmeLlleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearibHOM Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMULX, KOTOPbIN hopMmpyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO XuTenbcTBa, y4ebbl, TBOE hrHAHCOBOE NONOXeHMe, 0COBEHHOCTH
XapakTepa u pacckasbl 0 61IM3KMX - BCe 3TO HakannmMBaeTCcs B CETU.



MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMAasi BO3MOXHbIX NOCNeACcTBUIA. Thl JaXe HE CMOXeLLUb AoragaTbCs
0 TOM, 4YTO hoTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPUYNHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHne TBomx potorpadum n gpyrme oemcTBus Moryt He
NCYE3HYTb AaXke Nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HaeLUb, KTO COXpaHun aTy
NMHopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUach N OHa, a
rmaBHOE: YTO NoAyMatoT O Tebe oKkpyKatoLme Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumnio MHOro neT CnycTsi CMOXET Nobon - kak 13 Aobpbix NOByKaeHun,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHoOBHbIle coBeTbl MO 3awWmTe LMPOBON penyTauuu:

1. Moayman, npexae 4em 4To-To NybrnvkoBaTh U Nnepegasath y cebsi B 6rnore unu B
coumanbHON CeTu;

2. B HacTponkax npounst ycTaHOBU OrpaHUYeHns Ha NPOCMOTP TBOEro npodouns u ero
COAepXXMMOoro, caenam ero TofnbKo "ansa apysen”;

3. He pa3meLlan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXeT KOro-nnmbo ockopbnaTb
nnNn obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIE LLKOSNIbHUKM - aKTUBHbIE NOMb30BaTENN LMEGPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCce 3HatoT, YTO NOSIb30BaHNE MHOTMMU BO3MOXHOCTSIMU LiMppOBOro
Mupa TpebyeT cobnogeHnst npaB Ha MHTENNEKTyanbHy COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
4YerioBeYeCKOro yma, HauymHasi C HoBbIX M300peTeHnin N 3HakoB, 0603HaYaKLLNX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIyry, U 3aKaH4MBas KHUramm, potorpadpmsamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt co6CTBEHHOCTbL HA NPOV3BEAEHUS
Hayku, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4YeCTBe rapaHTum
TOrO, YTO UHTENNEKTYanbHbIN/TBOPYECKUIA TPYA aBTOpa He ByaeT HanpacHbIM, A4acT emy
cnpaBeanvBble BO3MOXHOCTU 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHnst aBTopa He MOXXeT BOCNPOM3BOAUTb
€ro npovsBeaeHne, pacnpocTpaHsTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaaBaThb,
MMMNOPTUPOBATb, NycKkaTb B MPOKaT, NyGIIMYHO UCMONHSTL, NOKa3blBaTb/UCMOMHATL B
adupe unu pasmeLyatb B VIHTepHeTe.

Mcnonb3oBaHue "nmpaTckoro” nporpaMMHOro obecneyeHms MoXXeT NPUBECTU K MHOMMM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 00 6NnOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIIeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble U 6GecnnaTHble NPOorpaMmbl, KOTOPbIE MOXXHO HAWTU B CETU.

O noprane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYUK B CETU. 34€Ch Thbl MOXeELLUb Y3HATb O

6e3onacHOCTM B CETU NOHATHbLIM M AOCTYMNHBIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke NpUHATL ydacTme B

KOHKypCcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHMHOM!



