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[Ipunoxenne N 2

NMHOOPMALMOHHASA NMAMATKA
And obYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaXXIbIM IOAOM MOJIOACKHW B MHTCPHCTC CTAHOBUTLCHA 60JIBIHC, a IMKOJIbBHUKH OJHHU M3 CaMBbIX
aKTHBHBIX TIONb30Barenedl Pynera. Mexay TeM, NOMHMO OTPOMHOTO KOJHWYECTBA BO3MOXKHOCTEH,
MHTEPHET HECET U MPOoOJIeMBbl. DTa MaMsTKa JOJHKHA IOMOYB TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komn bHOTEPHble BUPYChbI

KomnploTepHblii BUPYC - 3TO Pa3HOBMJIHOCTb KOMIIBIOTEPHBIX HpPOrpamM, OTIUYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHHIO. B JT0M0o/IHEHHE K 3TOMY, BUPYCBI MOT'YT
MOBPEIUTh WIN IOJIHOCTbIO YHUUYTOXUTh Bce (hailsibl M JAaHHBIE, MTOJAKOHTPOJBHBIE I0JI30BATENI0, OT
MMEHM KOTOpOro OblIa 3aIlyllieHa 3apakeHHas porpamma, a TakXkKe MOBPEIUTh WM JaKe YHUYTOXUTh
OIIEPAIIMOHHYI0 CHUCTEMY CO BCeMH (aillaMu B nenoM. B OOJBIIMHCTBE CilydaeB paclpOCTPAHSIOTCS
BHUPYCHI UEPE3 UHTEPHET.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

1. Mcnionb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPbE3HBIN YPOBEHb 3aAIIMTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. IloctosHHO ycTaHaBiuBail mauTtd (UUQPPOBBIE 3aIUIaTKH, KOTOpPHIE aBTOMAaTHYECKHU
YCTAHABIIMBAIOTCS C LEIbI0 AOPabOTKM IporpaMmbl) U JApyrue OOHOBJIEHHS CBOEH oOlepaliMOHHOU
cuctembl. CkauynBail UX TOJIBKO ¢ OpHUIMAIBHOTO caiita pa3padorunka OC. Ecnu cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOYH €T0;

3. Pabotaii Ha cBOEM KOMIILIOTECPE 1IOA IMpaBaMH IIOJIL30BATCIIA, 4 HEC aAMHUHUCTPATOPA. D10 HE
IIO3BOJIUT 60JIBIHI/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HWHCTANIMPOBATHECSA HAa TBOCM IICPCOHAIIBHOM

KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHpPYCHbIE TPOrpaMMHBIE TPOJIYKThl H3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHELIHME HOCUTENN HHPOPMALIUK, TaKKe Kak (hielka, TUcK WK (ailsl u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpBIBaii KOMIbIOTEPHBIE (hailiibl, OTyYEHHbIE U3 HEHAJIS)KHBIX HICTOUHUKOB. J{axke Te (haiinsl,
KOTOpBI€ MpHCIiai TBOM 3HAKOMBIN. JIydllle yTOUHU y HETro, OTIIPABIISLI JIU OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BUI epeaun TaHHBIX, He TEXHOJIOTHS, a BCETO JIMIL Open 1, Mapka. Emie B 1991 roay
HUJIepIIaH/ACKas KommaHus 3apeructpupoBasia Openn "WECA", uyto 0003Haudano ClOBOCOYETaHUE
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"Wireless Fidelity", koTopblif mepeBoanTcs Kak "0ecrpoBoIHAsS TOYHOCTD'.

Jo Hamero BpeMeHHu Jonuia Apyras abopeBuarypa, KOTopasi SBJISIETCS TaKOH K€ TEXHOJIOTHEH. ITO
abopesmuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM HA CTaHJApPT BBICIICH 3BYKOBOUW TEXHUKH
Hi-Fi, uTo B mepeBojie 03HavaeT "BBICOKAs TOUHOCTH".

Ja, OecrutaTHBIi WHTEPHET-IOCTYH B Kade, OTeNsIX U a’pomopTax sBISETCS OTIUYHON
BO3MO>KHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIEpThI CYUTAIOT, 4TO 00meaocTymHbie Wi-Fi cetn He
SABJIAIOTCS OE€30IIaCHBIMU.

CoBeTbl 10 6€30macHOCTH paboTHI B 001IeA0CTYHHBIX ceTssx Wi-fi:

1. He nepenaBaii cBoto nmuHyr0 nHpopmanuio depes odmienocrynasie Wi-Fi cetn. Paboras B HuUX,
KeJaTeJIbHO HE BBOJMTH MAPOJIH IOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Wcnonb3yil 1 0OHOBIISIM aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. Tem caMbiM Thl 00€3011aCHUILIb
ce0s OT 3aKauKH BUpYcCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimroun ¢yakmmio "O06mwmii noctyn K daiinam u npuatepam'. Jlannas
(GyHKLHMS 3aKpbITa 10 YMOJIYaHUIO, OJHAKO HEKOTOpBIE I0JIb30BATENU aKTUBUPYIOT €€ Uil ynoOcTBa
UCIIOJIb30BAaHUS B paboTe min yueoe;

4. He ucnonb3yii nyonuunsii WI-FI nns mepenauu NTUYHBIX JaHHBIX, HampuMep A7 BBIXOJAA B
COLMAJIHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbko 3amumiennoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e. npu nabope Be6-
anpeca BBoau umeHHO "https://";

6. B mMoOunbHOM Tenedone orkmoun ¢yHkuuto "Ilonkmouenune k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMaTUYECKOTro MOAKII0OUEHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CounaanHe CCTH aKTUBHO BXOAT B HAIlY ’)KU3Hb, MHOTUEC JIIO AU pa60Ta}0T W XXUBYT TaM ITOCTOAHHO,
a B Facebook YKE 3apeTUCTPUPOBAH MUJIIIMAPI YCIIOBCK, YTO ABJISACTCA O,[[HOI>'I CeI[BMOﬁ BCEX JKHTeIeH
IUTaHEeThl. MHOTrHe IOJB30BaTeId HE IIOHHUMAKT, 4YTO I/IH(l)OpMaHI/ISI, pasMCiCHHad MMHU B COLMAJIBbHBIX
CCTAX, MOXKCET OBITh HaﬁneHa U HCIIOJIb30BaHA KEM YIroaHO, B TOM YHUCIIC HEC 00s13aTeNbHO ¢ OJaruMu
HaMCPCHUAMMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUANBHBIX CETAX:
1. Orpanuub crucok apy3eil. ¥ 1e0s B Apy3bsAxX HE AOHKHO ObITh CIy4YailHBIX M HE3HAKOMBIX JIFO/ICH;

2. 3amumiaid cBOIO YacTHYIO kM3Hb. He ykasbiBail maponu, TenedoHbI, ajapeca, OaTy TBOETO
POXKICHUS U IPYTYIO JIMYHYIO HH(OpMAaLINIO. 3MTOYMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh J1aXke HH(OPMALIHIO
0 TOM, KaK Tbl ¥ TBOU POAMUTEIH INIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amuinail CBOIO PEIyTaluIo - JIEPKH €€ B YUCTOTE U 3a7aBail cebe BOMpOC: XOTeN OBl ThI, YTOOBI
Jpyrue TOJb30BaTEeNM BUIENIH, YTO Thl 3arpyxkaenib? [logymail, mpexae ueM 4YTo-TO OMyOIHMKOBATh,
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HaIlACaTh U 3arpy3UTh;

4. Ecau TbI rOBOpULIB C JIOJbMH, KOTOPBIX HE 3HAElIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMsI U IPYTYIO
JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObI U poYee;

5. U36eraii pazmenienust Gpororpaduii B IHTEpHETE, I/Ie THI H300paXK€H Ha MECTHOCTH, 10 KOTOPOM
MO>KHO OIPENIEIUTHh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B CONMAIBLHON CETH HEOOXOIMMO HCIOIb30BATh CIOKHBIC TAPOJIH, COCTOSIINE
u3 OyKB U (P U ¢ KOIUIECTBOM 3HAKOB HE MEHEe §;

7. s conuanbHOM CETH, TOYTHI U JPYTUX CAaTOB HEOOXOAMMO UCIIOIb30BaTh pa3Hble mapoiu. Torna
ecJi TeOsI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH 110JIy4aT JOCTYII TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

ONEeKTPOHHbIE AeHbIM

DJEeKTPOHHBIE JICHBIH - 3TO OYEHb YIOOHBIN CIIOCO0 TUIaTeXel, 0OJIHAKO CYINIECTBYIOT MOIICHHHUKH,
KOTOPBIE XOTAT IOJIYYUTh 3TU JACHBIU.

3JI€KTpOHHI)I€ ACHBI'M NOABUJIMCH COBCEM HCAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTHX IoCyaapCTBax
A0 CHUX IIOp HE IMPOIIKUCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHM (YHKIMOHHPYIOT M O HHX YK€ NPOMHCAHO B 3aKOHE, IJIe UX Pa3ieisioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercss NPOBOAMTH omepauuu 0e3 HAEHTU(UKALMK [0Jb30BaTENsl, a B HEAHOHMMHBIX
UACHTU(UKAIUS OJIH30BATENs SABISETCS 005S3aTeIbHOM.

Taxoke cremyer pa3nnyarh dJIEKTPOHHBIE (pUaTHBIE IEHBIU (PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM) U
3JIEKTPOHHBIE He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OCHOBHBIE COBETHI 110 6€30MacCHOM paboTe C IMEKTPOHHBIMU JIEHIAMU:
1. ITpuBsiku K cueTy MOOMIIBbHBIN TenehoH. DTO caMblil yIOOHBIN U OBICTPHIN CTOCO0 BOCCTAHOBUTH
JOCTYTI K cueTy. [IpuBsizaHHBIN TeNePOH MOMOKET, €CITU 320y IeITh CBOM TUIATEKHBIN MapOJIh UK 3ai1e1Th

Ha CaliT ¢ HE3HAKOMOT' O YCTpOﬁCTBa;

2. Vcnonb3yii ogHOpa3oBeie mapoid. [locie nmepexoia Ha yCUJIEHHYIO aBTOpU3AIUio TeOe yxke He
OyZeT yrpokaTh OMAaCHOCTh KPa)XH HIIM TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxublii maposnb. IlpectynmHukam OyAer He MpOCTO yrajaTh CIOKHBIM MapoJib.
HanexHble nmaponu - 3To napoJin, KOTOpbIe COAepKaT He MEHee 8§ 3HAKOB U BKJIIOUYAIOT B ¢€0s1 CTPOYHbIE U
MPOMHUCHBIE OYKBBI, TUPPBI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J0Ju1apa, pyHTa, BOCKIHIATEIbHBIN
3Hak u T.11. Hammpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE JOBEPSCIIb.

ONeKTPOHHasA no4Ta
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DJNEKTPOHHAs II0YTa - 3TO TEXHOJIOTHSI U IPEJOCTABIISIEMBIE €10 YCIYTHU IO MIEPECHUIKE U MOJIYYEHHUIO
ANIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpeAesioTcs B KOMIBIOTEpHO ceTh. OOBIYHO 3JIEKTPOHHBIH
MOYTOBBIM SIIIUK BBITJSIIUT CIEAYIOIIMM 00pa3oM: MMs IOJb30BaTeNs(@uMs_JoMeHa. Takxke Kpome
nepeayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeIaBaTh (Daiibl.

OcHOBHBIE COBETHI 110 06€30IMacHOM paboTe C IIMEKTPOHHOM MOYTOM:

1. Haymo BeIOpaTh IpaBUIIBHBIN IMOYTOBBINM cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOP OCCILIATHBIX
MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JOBEPSATH TEM, KOTO 3HACIIb U KTO MEPBbII B PEUTHHTE;

2. He ykaspiBaii B nWYHOW TouTe JHM4YHyr0 uHMopmarnuio. Hampumep, mydmie BwIOpaTh
"My3bIKadbHBIN (haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Hcnonb3yil ABYX3TalHYyI0 aBTOPU3ALMIO. DTO KOrjJa MOMHUMO Hapojisi HYXHO BBOJIUTH KO,
npucbuIaeMblil mo SMS;

4. BoiObepu cnokHbI mapoiib. Js KaXI0ro Mo4ToBOIO SIIMKA JOJKEH ObITh CBOW HaEKHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOXKHOCTb HallucaTbh CaMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3TY BO3MOYKHOCTb;
6. Vcnonb3ylh HECKOJBKO IMOYTOBBIX SIIMKOB. [lepBblii 11 yacTHOW MEpPENUCKU € aJpecaraMu,
KOTOPBIM ThI JIOBEpsielllb. DTO IEKTPOHHBIN aJipec He HaJJ0 UCIOIb30BATh IPU PErHCTPALUU Ha (hopyMax

U CaMTax;

7. He oTkpbiBail (haiinel v Ipyrue BIOKEHHS B MUChMaX, J1a)Ke €ClId OHHM MPUIILUIA OT TBOUX JpYy3eH.
Jly4iie yTo4HM Y HUX, OTIIPABJISLTN JIM OHH TeOE ITU (ailibl;

8. Ilocne okoH4YaHMs pabOTHI HAa TOUYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJKU C CAUTOM He 3a0yab
Ha)kaTb Ha "BeiiTn".

KnbepbynnuHr unu BuptyanbHoe usaeBaTtesibCTBO

KubepOymauHr - mpecieoBaHue COOOUICHUSIMH, COAEpXAallUMU OCKOpOJIEHMs, arpeccuio,
3allyTUBaHKE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTUPOBAHKE C TOMOIIIBIO Pa3INYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 OOpBOE ¢ KNOEPOYUTUHIOM:

1. He 6pocaiics B 60#. Jlyummuii cnoco0: mocoBeTOBaThCs Kak ce0st BECTU U, €CIIU HET TOro, K KOMY
MOKHO OOpaTHThCS, TO BHayajlleé YCHOKOUTbCA. Eciu Thl HayHellb OTBeYaTb OCKOPOJIEHMSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO e111e OObIIe pa3okkKellb KOH(IHKT;

2. Yopasnsaii cBoeil kubeppernyranuei;

3. AHOHUMHOCTb B ceTH MHHMAas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOMT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJOUTaHCKUIl oOpa3 BUpTyanbHOH xu3HH. MHTepHET (uKCHUpyeT Bce TBOM
NEUCTBUS U COXpaHSET UX. Y JaIUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;
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5. Cobmtoiaii CBOXO BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupydi enuHmuHblii HeraTuB. OIHOpa30BbIE OCKOPOWUTENBbHBIE COOOIICHUS JIYYIIe
urHopupoBaTh. OOBIYHO arpeccus MPEeKpaacTcsi Ha HAYalIbHOUM CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMH COOOIIEHUSMH, B COLIMATIBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKUPOBKH OTIIPaBKU COOOIIECHUH C ONpPE/IeIEeHHbIX aJIPEeCcOB;

8. Ecnu Thl cBuuerenb kubepOyimHra. TBOM AEWCTBUSA: BBICTYNUTH IMPOTUB IpECieoBaTes,

[I0Ka3aThb €My, YTO €ro JEHCTBHS OLEHUBAIOTCS HETaTHBHO, IOAJEPXKATh JKEPTBY, KOTOPOW HY)KHA
IICUXO0JIOTUYECKasi TIOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO IIOBEJICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapTHOHBI U IIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIbI (DYHKIIMOHAI, U TETePh
OHH MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIME KOMIIbIoTepamu. OTHAKO, CPEJICTB 3aIUTHI JIJIS TTOT00HBIX
YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX POUCXOJUT HE TAK UHTEHCUBHO,
kak s [1K, 1o ke camoe kacaeTcss 1 MOOMITBHBIX MPUIIOKEHUH.

CoBpemeHHbIe MOOWJIBHBIE Opay3epbl YyKe MpPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmmpenue (yHKIIMOHAJIA BIICYET 32 CO00H OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTD.

Jlanexo He Bce MPOU3BOAUTENM BBITYCKAOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE YA3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(i)OHaZ

Huyero He sBisieTcs mo-HacTosneMy OeciuiaTHBIM. byib 0CTOpOKEH, BeIb KOora Tede MpeaiararoT
OecrIaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHE-TO TUIaTHBIE YCIYTH;

Jymaii, npexae yem ornpaButh SMS, ¢oto umm Buaeo. Thl TOUHO 3Haellb, Te OHU OYAYT B
KOHEYHOM UTOre?

Heo6xoamuMo 0OHOBISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPAMMBI JJ11 MOOUITBHBIX TeNe(OHOB;

He 3arpyxaii npuiiokeHus OT HEU3BECTHOTO MCTOYHHKA, BEJb OHH MOTYT COJIEPKATh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne Toro kak Thl BBIWJENIb C caiiTa, I7ie BBOAMII JIMUHYIO MH(QOpMAIMIO, 3aiii1 B HACTPONKHU
Opayzepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KAKMeE IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBoii HOMEp MOOMIIBHOTO Tesie(hOHA TOIBKO JIFOJIM, KOTOPBIX Thl 3HACIIb U KOMY JIOBEpSIEIlIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAa Thl UM HE MoJb3yenibesa. He 3a0biBail mHOT/Ia IpOBEPSATH
3TO.
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Online vrpbl

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPacCOYHbIE, 3aXBaThIBAIOLIME DPA3BJICUYEHUS, OOBEAMHAIOLINE
COTHH THICSTY YEJIOBEK 10 BceMy MUpPY. IrpOKH UCCIENyIOT JaHHBIA UM MHUP, OOIIAIOTCS APYT C IPYTOM,
BBITIOJHAIOT 3aJaHusl, CPaXarOTCs C MOHCTPAMM M IIOJIYYarOT ONBIT. 3a YAOBOJIBCTBUE OHHU ILIATAT:
MOKYNAIOT JUCK, OTUIAYMBAIOT aOOHEMEHT UJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce a1tu cpenctBa uayT Ha mojjep)KaHHE M pa3BUTUE WIPbI, a TaKXkKe HAa caMy O€30MacHOCTH:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIMH, BBIMYCKAIOTCS HOBBIC MaTdd (UM(POBBIC 3aIUIaTKH IS
MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIlacaTbCAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO IMapoJid,
Ha KOTOPpOM OCHOBAaHa CUCTCMaA aBTOpU3alluU OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30MAaCHOCTH TBOETO HIPOBOTO aKKAYHTA:

1. Ecniu ipyroit urpok BeAet ceds II0Xo Uitk co3aaeT Tebe HEMPUsATHOCTH, 3a0JI0KUPYIi ero B CIIUCKE
WUTPOKOB;

2. HO)K&HYﬁCH AIIMUHUCTpATOpaM HIPbl Ha INIOXOC IIOBCACHUC JOTOIO MI'POKA, KCIATCIbHO
IMPHUIIOKUTHb KAaKHUEC-TO JOKA3aTCJIILCTBA B BUJAC CKPHUHOB,

3. He yka3biBaii 1ruHyro nHGOpMaIuio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIuaNbHbIE TATYU U MOJIBL;

6. Mcnonp3yil clokHbIE U pa3Hble MapoJy;

7. Jaxxe BO BpeMsl HT'PbI HE CTOUT OTKJIFOYATh aHTUBUPYC. [10Ka ThI UTrpaelib, TBOH KOMITBIOTEP MOTYT
3apa3uTh.

PULLIMHT UnNKn KpaXxa JIN4YHbIX AaHHbIX

OOBIYHON KpaXkel JeHer W JIOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAHMBHING, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH TMEPEMECTUIIUCh, B HHTEPHET, U MPOJOHKAIOT 3aHUMAThCA
"MFOOMMBIM" JETOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJaBHAs LEJlb KOTOPOTo
COCTOMT B ITOJIyY€HHUU KOH(PHIEHIIMAIBbHBIX TaHHBIX 110JIb30BaTeNel - JOTHHOB U naposei. Ha anriuiickom
a3bike phishing untaercs kak gummHr (ot fishing - peiOHas 1081, password - MapoJb).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecium ThI Momo3peBaelib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00XO0MMO 3a0JIOKHPOBATH €€ U COOOITUThH aIMUHUCTPATOPaM pecypca 00 ’TOM Kak MOXKHO CKOPEe;
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2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YKCJIe, HHTEPHET-MAra3unHOB U TIOMCKOBBIX CUCTEM;

3. Hcnone3yil cioxHble M pasHble mnaponu. Takum oOpa3om, eciau TeOs B3JIOMAOT, TO
3JI0YMBINUICHHUKY TOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JIOMaJIH, TO HCO6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC ,Z[O6aBJ'I€HBI
y T€Os B APY3biX, O TOM, YTO Te0sI B3JIIOMAIIH H, BOBMOXXHO, OT TBOCTO UMCHHU 6YI[CT paccColIaTbCA CllaM U
CCBIJIKM Ha (I)I/IH_II/IHFOBBIG CafITBI;

5. Ycranosu HaznexHbli naposb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJII0OYM COXpaHEeHHUE MapoJst B Opaysepe;

7. He oTkpbIBaiil ¢ailsibl ¥ Ipyrue BIOKEHUS B MUChMaX, JaXKe €CJIM OHU HPUILTH OT TBOUX JAPY3EH.
Jlydie yToYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paibl.

LUudpoBas penyrauus

[MudpoBast pemyramusi - 3TO HeEraTUBHAs WJIM TO3UTHBHas HWHGOpManus B ceTh O Tebe.
Komnpomerupyromas nHpopManus, pa3MeIeHHasi B MHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCS
Ha TBOoed peanbHOU u3HU. "Lludpoas pemyrauus" - 3T0 TBOH MMHIK, KOTOPBIA (opMUpPYETCS U3
uHpopmanuu o Tebe B HHTEpHETE.

TBoe mecTo KUTCJIBCTBA, y‘le6bl, TBOC CI)I/IHaHCOBOC ITIOJIOKCHUC, 0COOEHHOCTH XapaKTepa U paCCKa3bl
0 OJIM3KHX - BCE 3TO HAKAIIMBACTCI B CETH.

MHorue nopoCcTKH JETKOMBICIIEHHO OTHOCSTCS K yOnukanuu JuyHoi udopmanuu B UuTepHere,
HE TIOHMMasi BO3MOKHBIX TOCIEACTBUN. ThI nake HE CMOXKEHIb JIOTAJaThCS O TOM, 4TO (oTorpadwus,
pasMelleHHas 5 JeT Ha3aj, cTaja MPUYUHON OTKa3a MpUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux ¢ortorpaduil U apyrue IeHCTBUS MOTYT HE HMCYE3HYTh Jake
mocje TOro, Kak Thl UX YyJalulllb. Thl HE 3Haellb, KTO COXPAaHWI 3Ty MH(OpMaIHio, Nonaua Ji OHA B
MIOMCKOBBIE CHUCTEMBI M COXPAaHWJIACh JIU OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaroLIUe JIIOIH,
KOTOpbIE HAUIYT M YBUAAT 3T0. HaifT nHpOpMalLnio MHOTO JIET CITyCTsl CMOXKET JH000H - Kak U3 J0OpbIX
noOy>XJIeHUH, TaK U C HAMEPEHUEM MPUUNHUTD Bpea. DTO MOXKET ObITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTaIuu:
1. Iomymait, mpexae 4emM 4yTo-TO IMMyOJIMKOBATh U TIepeiaBaTh y ce0s B 0J10Te UK B COITUAIBHOM CETH;

2. B Hacrpoiikax mnpo¢uis yCTaHOBU OIpaHUYEHHUS HAa MPOCMOTP TBOEro Mpoduias U ero
COJIEP’KUMOT0, CIIeJIall €ro TOJIbKO "uist Ipy3en";

3. He pa3meniaii u He yKa3bIBail HHPOPMAILUIO, KOTOPasi MOKET KOT0-TM00 OCKOPOIATH UM OOMKATh.
ABTOpCKOE npaBo

COBpeMeHHLIC IIKOJBHHKH - aKTUBHBIC I10JIb30BATCIIN I_II/I(I)pOBOFO IpOCTPaHCTBA. O)IHaKO JaJICKO HE
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BCE 3HAIOT, YTO MOJIH30BaHUE MHOTMMH BO3MOXKHOCTSIMH IIU(PPOBOTO MHpa TpedyeT coOroieHus npaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIJIEKTYyalIbHAsT COOCTBEHHOCTB' OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSIM YEJIOBEYECKOTO
yMa, HauMHasl ¢ HOBBIX U300pEeTEeHU U 3HAaKOB, 0003HAYAIOIIMX COOCTBEHHOCTh Ha IIPOIYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYIO COOCTBEHHOCTh HA IPOU3BEIEHUS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KauyeCTBE TrapaHTUU TOrO, YTO
MHTEJUJICKTYalbHBIM/TBOPUECKU TpyA aBTopa He OyneT HampacHbIM, JacT €My CIpaBeIuBbIC
BO3MOKHOCTH 3apab0TaTh Ha pe3yabTaTax CBOETO TPY/a, MOJYyYUTh U3BECTHOCTH U npu3Hanue. Hukro 6e3
paspelleHuss aBTopa HE MOXKET BOCHPOU3BOJUTH €ro MPOU3BEICHUE, PACHPOCTPAHATH, MYOIHUYHO
JEeMOHCTPHPOBATh, IPOAAaBaTh, HMIOPTHPOBATh, IyCKaTh B MPOKaT, MYOJUYHO HCIOJIHATS,
MOKAa3bIBATh/UCHIONHATH B 3(pupe miu pa3memars B aTepHere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTo 00eCTIeYeHHS MOKET MTPUBECTH K MHOTUM PUCKaM: OT
MOTEPU JIaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKH TBOEIO YCTPOMCTBA, IJie yCTAaHOBJIEHA HEJeralbHas
nporpamMMma. He cTouT Taxke 3a0bIBaTh, YTO CYILIECTBYIOT JIETAIbHBIE U OECIIJIaTHBIE IPOTrPaMMBbl, KOTOPbIE
MO’KHO HaiTH B CeTH.

O noptane
CeTeBI/I‘lOK.pQ) - TBOH TJIaBHBII COBETYUK B CETH. 3,I[eCL ThbI MOKCIIb Y3HATb O 0€e30I1aCHOCTH B CETH

IMMOHATHBIM U JOCTYIIHBIM A3bIKOM, a ITPYU BO3BHUKHOBCHUU KpI/ITI/IquKOI\/JI CUTyalluu O6paTI/ITI)C$I 3a COBCTOM.
A Taxke IMPUHATD YU4aCTHUC B KOHKYPCaxX U CTaTb CAMBIM I_II/I(l)pOBLIM Fpa)l(,[[aHI/IHOM!

KouncyabranrIliroc
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